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PURPOSE: To attain the decoding of recording information for a specific crypto- 
graphic decoder only by ciphering a key Kt to decode cryptographic information 
by a key Ki specific to each decoder so as to form a key E K i (Kt) and recording 
it together with cryptographic information. 

CONSTITUTION: Suppose that a video signal and a voice signal are scrambled 
by using a function f(Kt) decided definitely with a key Kt changing as time 
elapses, then in the case of sending the key Kt from the sender side to the 
receiver side, since the possibility of interception exists without any modification, 
the key is ciphered by other key Ki to form a key E K i and it is recorded on 
a VTR or the like together with cryptographic information. When the recorded 
information is reproduced, since the key E K t (Kt) is obtained,' the result D K i 
(Kt) being the decoding of the E K j (Kt) is decoded by using further the key 
Ki to obtain the key Kt, and then the reproduced scrambling information signal 
is decoded. 
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a: sender side, b: receiver side, c: cryptographic, d: decoding 
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PURPOSE: To realize cryptographic processing suitable for a digital color picture 
data by combining three method of retarding an output value of one preceding 
clock and summing the values, addition of random data and replacement of 
picture elements over three bands of red, green, blue of a color picture. 

CONSTITUTION; An original picture 1 is added to a delay data 8 of one preceding 
block by an exclusive OR 9, a key 2 is used to add it with a random data 
3 generated by the key 2 at an exclusive OR 4 and a key 5 is used to generate 
a transposition able 6 and transposition 7 is applied to replace picture elements 
over red, green and blue bands of the color picture thereby obtaining a crypto- 
graphic picture 10. The cryptographic data is fed back for the cryptographic 
processing of the succeeding block as the delay data 8 by one block. 




(54) COMMUNICATION EQUIPMENT 

(11) 2-41055 (A) (43) 9.2.1990 (19) JP 

(21) Appl. No. 63-190721 (22) 1.8.1988 

(71) CANON INC (72) KA2UTAKA MATSUEDA 

(51) Int. CI 5 . H04L12/18 



PURPOSE: To register relay group information with a simple operation by apply- 
ing character recognition to relay group specific information inputted by an 
input means and registering the relay group information based on the result 
of recognition. 

CONSTITUTION: It is required for a data relay station to register each subscriber 
number corresponding to the relay group number. In the registration of the 
subscriber number, at first, a mark sheet describing the relay group number 
and the subscriber number is read from a read section 1-6. Then the read infor- 
mation is subject to character recognition by a character recognition section 
1-2. Then the recognized result is registered on a group relay table 1-3 as the 
relay group number and the subscriber number (relay group information). 




11: control section, 1-4: storage section. 1-5: external output 
section, 1-7: communication control section. 19: operation 
panel section 
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